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Agenda

• Are your documents secure?
• What is changing?
• What has stayed the same

• What are the risks?
• What are the solutions?

• Best practices

• What you can do next…



Security: 
what is 
changing?





Every company is a software company

GDPR



Security: 
what is the 
same as ever?



Why your docs are already a target

Source: WorldPay WPUK-
SaferPayments-
Information-Security-
Policy template

But what if the definition of information 
that needs to be kept safe is a little fuzzier? 
How does this affect authors?

Instagram, Facebook, 
Cambridge Analytica, 

profiling etc



Why your API is already a target

• Global API attack landscape is lucrative, mature and well-defined
• “APIs are the first place we look”

Stuart Peck OPSEC expert ZERODAYLABS

Open-source intelligence (OSINT) is data 
collected from publicly available sources to 
be used in an intelligence context. In the 
intelligence community, the term "open" refers 
to overt, publicly available sources (as 
opposed to covert or clandestine sources).

What do attackers get out of it?

e.g. Microsoft currently 
has 3500 security 

professionals handling 6.5 
trillion events a day

(24 SEP 2018)





Security:
what are the risks?



Spectrum of vulnerability

Accidentally 
auto-publish 

API

Hacked by 
bad guys

Hacked by 
good guys

Hacked by 
students who  
tag your API

Pentest/ 
security audit 

plugs holes



Attacks
• Social engineering

• Phishing, geolocation, data gathering, 
observation

• Software tools e.g. LinkedIn, Creepy, 
Iknowwhereyourcatlives.com, Snap Maps

• Software to scrape information
• e.g. GitRob, Strava data analysis

• Software to control information
• e.g IoT malware

• Marketplace e.g. via Tor, MaaS



Spearphishing



www.poetandgeek.net



APIs that give the game away

• Cultural giveaways
• Non-professional
• Auto-generation tools

• What could go wrong?!

• Vulnerabilities include:
• Certificates: e.g. training users to click popups or 

accept the fact that the certificate isn’t right
• Loosely defined or leaky data

• Type checking, assertions, root level access
• Endpoints especially legacy endpoints, multiple 

APIs

• Liability?



Being professional



Example data input parameters not checked



Initial attempt:
Request :-
DELETE /518171421550249 HTTP/1.1
Host : graph.facebook.com
Content-Length: 245
access_token=CAACEd…..MUZD

Response :-
{“error”:{“message”:”(#200) Application does not have the capability to make this API call.”,”type”:”OAuthException”,”code”:200}}

Next attempt:
Request :-
DELETE /518171421550249 HTTP/1.1
Host : graph.facebook.com
Content-Length: 245
access_token=<Facebook_for_Android_Access_Token>

Response:-
true

Final attempt on victim:
Request :-
DELETE /518171421550249 HTTP/1.1
Host : graph.facebook.com
Content-Length: 245
access_token=<Facebook_for_Android_Access_Token>

Response:-
true

Worked example Facebook courtesy of Laxman Muthiyah zerohacks

https://zerohacks.com/
bug-bounty-hacks/

how-i-hacked-your-facebook-photos/
last modified 19.03.18

https://zerohacks.com/bug-bounty-hacks/how-i-hacked-your-facebook-photos/


Security: 
what are the 
solutions?



Is security a consideration for your API?

• Murphy, L., Alliyu, T., Macvean, 
A., Kery, M. B., & Myers, B. A. 
(2017). Preliminary Analysis of 
REST API Style Guidelines. 
PLATEAU’17 Workshop on 
Evaluation and Usability of 
Programming Languages and 
Tools. Retrieved from 
http://www.cs.cmu.edu/~NatPr
og/papers/API-Usability-
Styleguides-PLATEAU2017.pdf

courtesy of Pronovix newsletter 



Best practices
For developers/security policy include:
• Writing restrictions e.g. Least privilege policy
• Secure authentication
• Regular security audit/PEN test – this should include documentation review
For API documentarians include:
• OPSEC obfuscation

• Abstraction e.g. no examples from own company culture, multiple code examples, don’t specify the sourcecode language
• Hide data specifics where possible e.g. No passwords obvs but also pseudocode, obscure GETs examples, email format etc

• Backup files – check for inappropriate content
• Watch out for features that train users to be less secure
• Handle auto-gen with care
All authors

• Learn (some) code 
• Become cybersecurity aware e.g. Attend your local security meetup, chat on Slack, Discord etc.

Training in API 
security & social 
engineering



Moving targets

• PSD2 opens banking interfaces offers lucrative opportunities for 
organised crime (January 2018)

Payment Initiation Service Providers (PISP) – 3rd party 
providers can initiate payment on behalf of a consumer. 
Account Information Service Providers (AISP) – 3rd party 
providers can now access bank account information. “One 
nice feature is all your financial information appears in 
one place.”

The survey respondents indicated that the risk of 
fraud arising from third-party access to accounts is 
a serious concern and that fraud prevention is a 
top priority. McKinsey



What you can do next

Doc Managers
• Locate Corporate Information Security Policy (CISP)
• Join the security conversation e.g. “security as a user experience issue”
• Develop explicit doc security strategy
Authors
• Be scrupulous – you may be a target
• Avoid giving too much away
• Software error analysis
Freelancers
• Create your own CISP
• Security audit of systems
• Monitor risk e.g. email



Questions
or contact me @khursheb

When you, in your unimaginable self,
suddenly were there, shut boxes opened

and worlds flew out coloured like pictures books
and full of heavy lethargies and gay dances:

when I met a tree, my old familiar, I knew
this was the first time I was meeting it;

and the birds in it singing - for the first time
I could crack the code of their jargon.

Extract No end no beginning Norman MacCaig
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